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PREFACE

The Activities of the International Conference is in line and very appropriate with the
vision and mission of Bandar Lampung University (UBL) to promote training and
education as well as research in these areas.

On behalf of the Second International Conference on Engineering and Technology
Development ( 3" ICETD 2014) organizing committee, we are very pleased with the
very good response especially from the keynote speaker and from the participans. It
is noteworthy to point out that about 80 technical papers were received for this
conference.

The participants of the conference come from many well known universities, among
others : University Kebangsaan Malaysia — Malaysia, IEEE — Indonesia, Institut
Teknologi sepuluh November — Indonesia, Surya Institute — Indonesia, International
Islamic University — Malaysia, STMIK Mitra Lampung — lampung, Bandung Institut
of Technology — Bandung, Lecture of The Malahayati University, B2TP — BPPT
Researcher — lampung, University of Kitakyushu — Japan, Gadjah Mada University —
Indonesia, Universitas Malahayati — Lampung, Lampung University — lampung,

I would like to express my deepest gratitude to the International Advisory Board
members, sponsor and also to all keynote speakers and all participants. | am also
gratefull to all organizing committee and all of the reviewers who contribute to the
high standard of the conference. Also | would like to express my deepest gratitude to
the Rector of Bandar Lampung University (UBL) who give us endless support to
these activities, so that the conference can be administrated on time

Bandar Lampung, 22 October 2014

Mustofa Usman, Ph.D
3" |ICETD Chairman
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Analysis Limiting Internet Sites With The Method Using
Squid Proxy Server At SMKN 1 South Rawajitu

Reni Tri Astuti

Department of Information System, Bandar Lampung University
Bandar Lampung, Lampung, Indonesia
Reva treel@yahoo.com

Abstract— SMKN 1 South Rawajitu is one of the vocational
schools are housed in Tulang Bawang. Because the local
computer network is the most important thing being facilities
in the Department of Computer Engineering and Networks
to perform activities of daily practice, then the SMKN 1
South Rawajitu give fasillitas LAB into local networks
available in the CMS. But the length of Internet use, the
frequent misuse, because the user is in SMKN 1 South
Rawajitu, especially students at SMKN 1 South Rawajitu
often do access to sites that are prohibited to be accessed
when hours of lessons such as social media sites facebook
and to anticipate access to porn sites or by surfing
unhealthy. Solutions that can be done is to build a proxy
server by utilizing the existing facilities such as open source,
especially Linux debian linux, linux application, there is one
application that can narrow web application that is using
squid. The use Squid proxy server with linux is more
efficient because in addition to assemble their own servers
and make low cost, the server is also not lose performance
with servers who paid a heavy price.

Keywords— Proxy Server, Squid, Linux Debian.

. INTRODUCTION

The number of Internet users primarily Information
Technology today is very fast, this is caused by the increasing
number of people who disseminate information through the
Internet. Ranging from simple to complex information,
individual and organizational information, with a wide variety
of information formats (text, picture and video) (Irsyadi, 2012,
p. 16). The number of users that are generally used by
students is not followed by the use of the Internet wisely and
in accordance with the place, so that the frequent problems
associated with accessing the websites that are prohibited to
be accessed by students and can distract students.

SMKN 1 South Rawajitu is one school that is housed in
Tulang Bawang, because of frequent misuse of internet
facilities have been provided, such as going to websites that
are prohibited to be accessed in the SMKN 1 South Rawajitu.
For that we need to limit the effort and do the blocking of
websites such as the socialist media and sites that
contain pornography. One solution that can be used for
blocking sites or restriction sites is by using a proxy
server and using an application that has been provided by
linux is squid.

Il. LITERATURE REVIEW

1. Research Journal by Yasin Al Irsyat

The development of web technology is not matched by
availability of sufficient bandwidth, or bandwidth availability
still requires considerable expense. The use of the cache is
intended to improve access speed without additional
bandwidth. Squid proxy is a software that can be used to
create a cache. Squid proxy is generally only able to store web
pages in the form of text and images, on the other hand
Internet users prefer to access a video circulating on the
internet to get the information they need. Video on FreeBSD
cache, capable of storing a file-based video. Time efficiency
can be obtained by comparing the time it takes to download
the video before the cache on the system and the average time
it takes from a few times the download after the same video
files stored on the local hard drive server. Video system cache
in this study were able to save time by 51.08 seconds from the
time it takes before the cache, so the cache server Squid as
video successfully realized in accordance with the purpose of
the study (Irsyadi, 2012, p. 1).

2. Research Journal by Andi Rachman and M. Aminullah
Proxy servers are now starting to be used many
companies in Indonesia. The use of a proxy server is in line
with the number of companies that use information
technology, one of which is the internet. Use of the Internet in
many companies that used for online games, streaming video,
social networking, or chat, so no matter how big the company
Internet bandwidth still will not meet their needs for Internet
bandwidth. Therefore, we need a management use of
information technology. Proxy server is one solution that can
be used, in which the proxy server is the management
company will be able to limit the internet bandwidth usage,
internet usage settings and reduce the attack of viruses,
worms, spyware and DDOS (Distributed Denial of Service).
Author internet usage reports, and sites visited by users is
difficult and requires a very long time. SARG is one solution
that can be utilized by the company to assist management in
making the allocation of bandwidth and regulate the use
of the Internet in a way that is very easy and quick. With
SARG utilization, bandwidth settings, internet usage and
internet usage report generation can be done 80% faster
than the manual method (Andy Rachman, 2013, p. 1).
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3. Research Journal by Abdul Rahman and Susan Dian

Purnamasari

Computer security is an important factor in the world of
information technology. Targets include computer security as
protection against theft of information - data that are
considered important by an organization, companies, schools,
universities, organizations, and so forth. The Internet is a large
and extensive network that brings a variety of existing
computer networks in this earth. Inaccessibility of websites
containing pornography, the absence of restrictions on access
to the Internet and user settings necessary bandwidth owned
sought a solution to overcome it. Use Proxy Server can save
Internet access, can not access websites that contain
pornography and other disturbing activities. In used Squid
proxy cache server as a proxy server software that is
configured as a caching proxy server. One way to maintain the
security of the Internet access network is connected to the
internet using Ubuntu Linux-Based Network Implementation
(Rahman, 2011, p. 1).

Il METHODS

The method used in this research is descriptive
qualitative method.
Descriptive qualitative method is a qualitative depiction of
facts, data or material object is not a string of numbers, but an
expression of language or discourse (whatever the form)
through a proper and systematic interpretation (Wibowo,
2011, p. 43). Qualitative research method is a method for
investigating the object that can not be measured by numbers
or other measures that are inexact. Qualitative research can
also be interpreted as a descriptive research and tend to use
inductive analysis approach.

I11.1 Data Collecting Method

Technigues of data collection conducted by the authors of
observation, interviews and literature.  Observation.
Observations made by observing directly the server used,
interviews were conducted to the admin server and the library
is done by studying the sources associated with the proxy
server such as books and journals.

I11.2 Process Systems Squid Proxy

Squid is a daemon that is used as a proxy server and
web cache. Squid has a wide variety of uses ranging from
speeding up a web server by caching repeated requests,
cachng DNS, caching websites, and caching search for a
group of computers in a computer network that uses the same
network resource to help security by penyariangan (Filter )
data traffic on the network (Son, 2007, p. 3)

Web Restrictions carried out on a local network in
SMKN 1 South Rawajitu This is a limitation with using the
third option, namely content filtering.Flowchart content
filtering proxy server process on the local network at SMKN 1
south Rawajitu are:

ISSN 2301 - 6590

v
ser melakukan permintaan
atau browsing melahi port 8

Iptables rule merubah ahwr port dari
port 80 ke port 3128

Halaman penolakan

Website/ Internet
Browsing

Picture 3.1 Process Systems Content Filtering Squid proxy

111.3 Network Infrastructure Proxy Server

Based on observations made by the author on the
local network that are in SMKN 1 South Rawajitu, the form of
proxy server network infrastructure using Star Topology
(Star), namely:

e,
™~
Cloud-PT —~ e
Internet

?udem—ﬁ"r

Ds|
SL Modem
fruy

W
L -
\\\\n\\m\\\\‘ Li 5-WRT300N
Wifi GRIKN 1 Rawajitu Selatan
5
\\\\
S

&

.;”"‘u
T

Laptop-P
Laptop Guru

gy,
17,
sty tigy
7,
g Server-PT
Proxy Server

—
Laptop-PT
Laptop Karyawan
S

= o o

Laptop-PT

Laptop Siswa Kom LAB Kom LAB

Picture 3.2 Network Infrastructure proxy server
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V. RESULTS AND DISCUSSION 4,
IV.1 Flowchart Detail Proxy server

Filtering will continue to run every request except social
networking sites outside of school hours if it is
automatically disabled by the proxy server.

1V.2 Explanation In Information System Block Diagram

Request User to Peat 50

In this section the author discusses the way a proxy
server works in a network, the authors pack in information
system block diagram. The block diagram of this information
system is the Input-Process-Output as in the diagram below.
To facilitate the reader in understanding the workings of the
proxy server in the local network SMKN 1 South Rawajitu.

Firzwall

Filtering Wakts Permintsan

Memenuhi
Syarat Wik
akzes

Halaman
Penolakan

Alkses dirediract kahalaman
penolzkn

Web Server Tujuan atau
Internet

Penolakan

Proxy Server

| <€————Output

Memenuhi
Kepatutan
Internat Sehat

Afcses diredizect kehaleman
penolakan

Akses Diteroskan k2

Webserver Tijuan

Picture 4.2 Flowchart Detail Proxy server Process

on S~ Picture 4.2 Block Diagram Proxy server
neemet Use of the Internet in computer subjects can be negative
and positive impacts. The positive impact is that students can
get information and broaden the use of the internet. However,
Internet users can have a negative impact if this facility is not
used for educational facilities, for example, open a social
networking site that is not required during school hours lasted
eyes and can distract students to focus more on the site.

The main purpose of the web using a proxy server
restriction is that the abuse of local Internet network in SMKN

= ;1, ;1 1 South Rawajitu This can be prevented and mitigated. In

.
ﬂodem—PT

DS
SL Modem
i

ik !
it it 4 A ‘
Il ‘ >

9"’”#!/

Laptop-PT
Laptop Guru

/'f,t”
v
/rmrmm
4,
iz, Server-PT
Proxy Server

rF 4
N
Laptop-PT \\\\\\
Laptop Karyawan \\\\\
\\

aptor P POt PCPT barring the web using a proxy server is a linux-based
application is to utilize the existing squid on debian linux and
some other supporting applications to be used efficiently in
) terms of cost and time.
Caption: The results can be utilized in the use of the Squid proxy
1. Request or a request from a user to port 80 (the port js:
internet) address of a website or a search word. a. Can be cached on the server to the results of any url
2. The firewall change requests coming towards redirect incoming requests so as to speed in terms of internet

port 80 to port 3128 (proxy port).

browsing.

3. Proxy server will filter out any source of demand, the  p  The cost of making proxy is very efficient because it can
first filtering is filtering on access time (filtering is used make their own homemade servers.
for filtering social networking sites), both filtering and ¢ Filtering process used by the Squid proxy can by using
content filtering ie whether the word in the surf meets content filtering that we are setting themselves on squid
the propriety healthy (not pornographic) and if demand in linux.
can not be passed then access will be redirected to the . Security functions that can be done is the process of

page denial of access.

filtering certain ports that can be tailored to the needs of
a server that can be allowed or not.
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Security process on the local network at SMKN 1 South
Rawajitu this is to use the process of filtering on ports that are
tailored to specific policies that have been made and by the
time the user requests.

1. Blok Input

In this block requests based on URL or word search
performed by the user at the time of start browsing the
Internet through port 80 (the Internet / World Wide Web
HTTP) will be redirected or transferred at that port 3128
Squid application that has been set. All user browsing
activities will be recorded in a log that can then be generated
to report the squid so that all users continue browsing activity
recorded in the log and it will be cached.

2. Block Process

Each request is processed by the squid in this case a
website address will be stored in the cache of each website
that is opened, making it possible for each request can be
responded to quickly reset the user's browser. When a user
make requests to port 80, the port 80 will directly transfer to
the port 3128 to make the process of filtering. This filtering
process is done in two ways: first screening performed by the
access time of the user is filtering social networking sites,
according to the policy of social networking sites can only be
accessed after hours 8:00 to 12:00 pm, due to hours of lessons
using a computer laboratory at SMKN 1 South Rawajitu
between the hours of 08:00 to 12:00 pm. After successfully
passing the time filtering user demand will difiltering based
sites or word search. After all successfully passed then the
user can browse the internet site in accordance with its
purpose. But if the requested site is blocked automatically
display blocks will appear. Filtering of websites that are
prohibited to be accessed will apply to.

[ R30R The requested URL cod PR BR eneved " Wieae e
Fe jew Higtory Bookmarks Took Help
equested URL could nct .. J ERROR: The requested URL could not . | i Problem loading page +

(; facebook.com > @ s> 28
MAAF yaa BRO...
Gunakan INTERNET dg Bijaksana dan Bermanfaat untuk anda

URL atau kata ini tidak dapat dibuka: http:/,

facebook.com/

Coba Buka alamat URL yg lainnya ....:
+ Access Di BLOKIR oleh RENI TRI ASTUTL.
Kalo mau buka aksesnya,, hubungi saja RENI TRI ASTUTI NPM:11411006 Sistem Informasi 2011.

Hubungi saya di www.reny@yahoo.com.

Generated Wed, 11 Dec 2013 12:50:11 GMT by www.reny@yahoo.com (squid/2.7.STABLE3)

Cla]e] e [alalll
Gambar 4.3 Page Denied

3. Block Output

Under the control of a filtering squid then the user can
only browse according to predefined rules on the Squid proxy.
If there is any deviation the user will immediately be
redirected to the page rejection, so that users can match the
destination advice to the user function which is adapted to the
existing list of filters. If the request has escaped at the time of
the transfer path from port 80 to port 3128, the port user goals

ISSN 2301 - 6590

will be achieved and the requested page is displayed. Any
request made by the user via port 80 will always be through
the same process. Below is a page request made it through the
filtering process.

[ Fircfor = | [ Selamat Datang di Facebook - Masuk, D... | +
€ a facebookcom

o |
8 Pl AR I

Mendaftar

Gratis, sampai kapan pun.

Mengobrol gratis dan lebih hemat dengan Facebook
Messenger
Tanggal Lahir

Tanggal v | Bulan|v| | Tahun v

Perempuan ' Laki-laki v

Picture 4.3 Page Not Denied

IV.3 Result Pre Test and Post Test

Based on the use of tissue taken before and after using
the Proxy Server as limiting internet sites that exist on the
local network in SMKN 1 South Rawajitu, the results of the
Pre Test and Post Test of interviews with administrators in
SMKN 1 South Rawajitu as follows:

Pre Test
Pre Test results are as follows:

a. Students are still able to open banned websites accessed
by students such as pornographic sites, gambling etc.

b. At the time of study hours in progress still many students
who are open social media so that the learning process is
interrupted.

c. Not to uncontrolled Internet usage conducted by the
students so that the admin or teacher is difficult to
monitor.

d. If you want to shut down the network at certain times
still have played a manually by the admin.

e. Network used is easy to use by foreigners.

f. Loading the network used in calling a site still long
enough.

Post Test

Post Test results are as follows:

a. Students can not open the forbidden sites accessed by
students like porn sites, gambling sites, etc. as requested
has been blocked by Proxy Server.

b. At the time of study hours lasted students often open
social media can no longer be open for hours of learning
takes place when social media will be blocked
automatically and will open blokirannya during recess.

c. Was able to control Internet usage conducted by the
students so that the teacher is in the admin or monitor.

d. If you want to shut down the network at certain times
can be done automatically by providing a setting in the
Proxy Server.
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e. Network used is safer to use because it uses steps to  [14]. $adir, kA- (2002). Pengenalan Sistem Informasi. Yogyakarta: andi
ogyakarta.
secur_e the Proxy Server. . . . [15]. Kok, D. D. (2008). Slackware Linux Basics For Slackware Linux
f.  Loading t_he network used in calling a website faster than 12.0. Spanyol: Sun Jun.
before using a Proxy Server. [16]. Ladjamudin, A.-B. B. (2005). Analisis dan Desain Sistem
Informasi. Yogyakarta: Graha limu.
V.CONCLUSIONS [17]. Oetomo, B. S. (2002). buku Perencanaan dan Pengembangan
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